SUPPLEMENTAL / BID BULLETIN NO. 2

Title Subscription of Enterprise Anti-Virus and Anti-Malware Solutions for
Computing Equipment of DSWD Central Office, Field Offices, Provincial
Operation Offices and Centers

ITB No. GOP/18-DSWD-012

Date 03 July 2018

This Supplemental/ Bid Bulletin is issued to all prospective bidders announcing changes in
the Bidding Documents and procurement schedule, to wit:

L Section III. Bid Data Sheet
Particulars From To
ITB Clause 29.2 | The Lowest Calculated Bid (LCB) | The Lowest Calculated Bid (LCB)
or Single Calculated Bid (SCB) as | or Single Calculated Bid (SCB) as
the case may be, shall submit the | the case may be, shall submit the
following additional documents | following additional documents
during the  Post-Qualification | during the  Post-Qualification
Stage: Stage:
1)  xxxx; 1)  xxxx;
2)  xXXXx; 2)  xXXXx;
3) GOLD  Certification from | 3) At least SILVER Certification
OPSWAT for Anti-Malware from OPSWAT for Anti-
Category (Certified True Copy); Malware Category (Certified
True Copy);
4) xxxx; and
4) xxxx; and
5)  xxxx.
5)  xxxx.
II. Section VII. Technical Specifications

Question:

Response:

1. On Page 67 of the Bidding Documents, under Value Preposition, it stated that “Additional
layer of protection using encryption and mobile device management” but there is no mention of
what kind on encryption is required?

The entire solution covers desktop, laptops and mobile devices, so the solution must be
capable of mobile device management (MDM). Some of the features of MDM would be
encryption, device lockdown and other features in just a single license.




Question:

2. Would the DSWD consider the built-in encryption on the mobile devices?

Response:

The encryption should be managed by the MDM of the enterprise solution. It will be
used in isolating applications of DSWD for mobile and locating and securing the
contents. Most of the devices issued to the End-users contain sensitive data. DSWD will
use the end-point solution to secure the data being used by DSWD field personnel.
Question:

3. Does DSWD have any requirement of a particular encryption algorithm?

Response:

It should be part of the MDM module of any solution.

Question:

4. On Page 74 of the Bidding Documents, item 1.4.1. states that “ Should provide a module for
data leakage protection using a single agent”, is DSWD requiring for the data linkage protection
(DLP)?

Response:

Yes, it should be part of the endpoint protection license.
Question:

5. What are the features included in the DLP?

Response:

DSWD wanted a full feature DLP that can define custom formats like household ID
number to prevent anyone from transmitting a certain list of households to and from the
internet or local device so that DSWD can prevent copying or exporting large amounts of
data outside of DSWD without permission.

Question:

6. Can the DSWD reduce the Single Largest Completed Contract (SLCC) from 50% to at
least 40% of the ABC?

Response:

No. DSWD cannot reduce the SLCC to at least 40% of the ABC. The subscription of anti-
virus and anti-malware solutions are categorize as Services. Thus, the Procuring Entity
cannot reduce the required percentage of the SLCC as provided in Section 23.4.1.3. of the
2016 Revised Implementing Rules and Regulations (IRR) of Republic Act No. 9184,
otherwise known as the Government Procurement Reform Act, and in ITB Clause No. 5.4
of Section III. Bid Data Sheet of the Philippine Bidding Documents prescribed by the
Government Procurement Policy Board (GPPB).




III. Deadline for the Submission and Receipt of Bids
The schedule for the deadline for the submission and receipt of bids is moved from
09 July 2018 to 11 July 2018 at 01:00 p.m. Bids must be delivered to the BAC Secretariat Office,
Ground Floor, DSWD Central Office. Late Bids will not be accepted.
The Bid Opening will immediately follow after the deadline, to be held at the Social
Technology Bureau Conference Room, 3t Floor, DSWD Central Office, IBP Road,
Constitution Hills, Quezon City.

IV. Issuance of Bidding Documents

The issuance of bidding documents is until 11 July 2018 at 12:00 n.n.

This Bid Bulletin shall form part of the bidding documents.

Please be guided accordingly.

(Original Signed)
FLORITA R. VILLAR
Undersecretary and
Bids and Awards Committee-I Chairperson
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